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UBND HUYEN BAI LOC CONG HOA XA HOI CHU NGHIA VHE’T NAM
\ , s , Enail:
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V/v hoat dong tan cong mang cua tin
tdc nham vao cac co quan Nha nudc

Kinh gtri: - Hi€u truéng cac truong MN, MG, TH, THCS, TH&THCS.

Theo thong bao ctua Phong An ninh mang va phong chdng toi pham sir
dung cong nghé cao Cong an tinh Quang Nam, hi¢n nay trén dia ban tinh phat
hién hoat dong tin cong mang nham vao cac co quan nha nudc trén dia ban
tinh, cu thé nhu sau:

Tin tic phat tan dong loat t6i dia chi thu cong vu (.gov.vn) cila cac can
bo thudc co quan PBang, Nha nudc trén dia ban tinh véi ndi dung: “Ban vira
nhan dwoc thu nay vi ban da dat dén gioi han dung luwong hop thu cua minh.
Do d6, tin nhan dén sé dwoc tra lai cho nguoi gui. Pat lai han ngach cua ban
qua lién két nay nhdp vao (cdp nhdt han ngach) dé tranh bo 16 tin nhan dén”;
khi nguoi dung kich vao dong chit “cdp nhdt han ngach”, nguoi dung sé dugc
chuyén hudng dén duong mot website c6 duong link adminupdate. webflow.io ,
tai ddy nguoi dung s& dugc yéu ciu nhap cac thong tin: tén tai khoan, dia chi
email, mat khau, xac nhan lai mat khau.

Pay 1 hoat dong tin cong gia mao (fishing) c6 chu dich nham danh cip
thong tin ddng nhap thu cong vu cua cac can bd, cong chirc, vién chirc trén dia
ban tinh nham vao cic muc dich khac nhau. Khi ngudi dung nhép céc thong tin
quan tri tai khodn vao trang web gid mao do doi tuong tin tac tao ra, tin tac co
thé chiém doat quyén quan 1y hop thu, ding nhap bat hop phap vao hop thu
nham chiém doat ndi dung ma ngudi dung trao d01 qua hop thu; thong qua cac
hop thu chiém doat dugc dé phat dong cac cudc tan cong khac nhu: dong loat
gui cac ndi dung c6 chira ma doc to1 cac hop thu khac nham lay nhiém ma doc
vao cac mdy tinh ngudi dung, thu thap, phan tich nham tai cac tép doc hai 1én
may chil mail dé chiém quyén diéu khién.

Ngoai ra, qua thAm nhép, giam sat cac dién dan ngdm cua tin tic phat
hién dbi twong tai 1én cac tép gém tai khoan, mat khau ding nhép céac trang
thong tin dién tir thudc quan 1y nha nudc va hé thong thu dién tir tinh Quang
Nam.

Thuc hién Cong van s6 5148/UBND-VP ngay 04/12/2023 cua UBND
huyén DPai Ldc vé viéc hoat dong tin cong mang cua tin tac nham vao hoat
dong cua co quan nha nudc, Phong Gido duc va Pao tao huyén DPai Loc yéu
cau cac truong hoc thuc hién ndi dung sau:

- Théng tin dén toan thé vién chic trong don vi vé thii doan tan cong
mang trén cua tin tic; quan triét tuyét ddi khong kich vao lién két va nhap cac
thong tin (tai khodn, mdt khdu) vao trang web cua tin tic nhu néu & trén.



- Yéu cau toan thé vién chuc ciia don vi ning cao tinh than canh giac
trong nhan biét hoat dong tan cong gia mao (fishing) co chu dich pho bién trén
khong gian mang hién nay nhu: gui email gid mao trung thudng; gid mao co
quan nha nudc; gid mao doanh nghi€p... kém theo cac duong link, file. Cac
duong link, file nay thuong chira virus hodc cac phén mém doc hai, phén mém
gian diép, yéu cau ngudi dung khai béo thong tin tai khoan. .. tir d6 chiém doat
nham muc dich xau.

- Chi dao toan thé vién chic ciia don vi chdp hanh nghiém cac quy dinh
ctia phap luat vé bao vé bi mat nha nudc trong qua trinh hoat dong trén khong
gian mang; cai dat phﬁn mém diét virus trén may tinh va thuc hién cap nhat quét
loai bo virus, ma doc thudong xuyén.

Yéu ciu cac truong hoc trén dia ban huyén trién khai thuc hién nghiém
tuc./.
Noi nhin:

- Nhu trén;
-Luu VT.

Nguyén Thi Thanh Van
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